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Motivação

Motivação

Um número crescente de ataques Distributed
Denial-of-Service (DDoS) em infraestruturas
computacionais.

Este crescimento é solidificado pela fragilidade das
infraestruturas de Computação:

Estima-se um crescimento de anual de 44% na taxa de
ataque DDoS (Arbor Networks, 2017).

Em contrapartida com o avanço da Internet of Things
(IoT), há uma preocupação, cresce a utilização desses
dispositivos para criação de redes zumbi ou botnet robot e
network para realização de ataques DDoS.
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Objetivos

Objetivo geral

O propósito desta pesquisa é avaliar um
conjunto de ameaças e o impacto de
suas ações maliciosas em uma
infraestrutura computacional.
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Objetivos

Objetivos espećıficos

Propor modelos de Attack Tree (AT) para infraestruturas
computacionais, considerando diversas vulnerabilidades que
possam ocorrer no ambiente;

Identificar os diferentes tipos impactos causados pelas ameaças;

Propor uma avaliação dos agentes de ameaças para melhor
solucionar as atividades hostis.

Apresentar soluções para mitigar as atividades maliciosas.
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Objetivos

Páıses utilizando DDoS

Arbor Networks Special Report  

72

Origins of  
Compromise 
Activity
— 

Looking at the IP locations for the source addresses of login attempts,  
we can see a distribution of attacking hosts around the world (Figure AT20).  
This distribution roughly follows that of global population density. The origin 
map is reasonably consistent, even when looking at attempts per region. 
This indicates that compromised devices may be consistent in their scanning 
activity (i.e., it does not appear that subsets of devices are tasked with  
scanning specific regions). 
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Figure AT20 Login Origin Map (Top Origin 
Countries for Login Attempts Highlighted)

Top Origin Countries for Login Attempts
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The distribution of  
attacking hosts roughly 
follows that of global 
population density.
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Figure: Páıses com origem DDoS
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Objetivos

Páıses utilizando DDoS

29

Worldwide Infrastructure Security Report

Source: Arbor Networks, Inc.

Top Targeted Countries for DDoS Attacks by Percentage
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Last year, the USA and China were ranked first and second. This year, the USA remains in  
first place, but China has been knocked into the third spot by South Korea. Although the  
USA maintains its top ranking, the percentage of attacks targeting the USA has dropped  
significantly from 32 percent to 22 percent. It should be noted that mapping DDoS source/
destination IP addresses to geographical locations is challenging due to techniques, such  
as IP spoofing, used by attackers to obfuscate their work.

The top targets for attacks greater than 10 Gbps were the USA and Saudi Arabia this year 
(Figure AT9). The USA saw a similar proportion of these large attacks last year. However, 
Saudi Arabia saw a huge jump — from 1.4 percent of attacks in 2015 to 9.6 percent this  
year — and nearly 9,000 attacks over 10 Gbps throughout the year. It is also worth noting 
that the percentage of attacks targeting Great Britain has increased slightly, while the  
percentage targeting France has dropped slightly from last year. 

This year, we have 
seen a shift in the 
top two countries 
being targeted 
most often by DDoS 
attacks (Figure AT8).  

The USA and  
South Korea  
are the top two  
countries being  
targeted by  
DDoS attacks.  

The USA and  
Saudi Arabia  
are the top two  
countries being  
targeted by DDoS  
attacks greater  
than 10 Gbps.  

Figure AT8 Top Targeted Countries for DDoS Attacks by Percentage

Figure AT9 Top Targeted Countries for DDoS Attacks Greater Than 10 Gbps by PercentageSource: Arbor Networks, Inc.
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Figure: Principais páıses que utilizaram ataque acima de 10Gbps
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Visão Geral

Árvore de probabilidade - Left to right

Figure: Árvore de probabilidade
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Visão Geral

Árvore de decisão - Left to right

Figure: Árvore de decisão
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Visão Geral

Metodologia: Visão Geral

Figure: Exemplo árvore de ataque
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Avaliação dos cenários

Arquitetura DDoS

Figure: Arquitetura base
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Avaliação dos cenários

Cenários de conectividade

(a) Cenário #V́ıtima (b) Cenário #Atacante
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Avaliação dos cenários

Mapa do modelo base

Figure: Mapa de ameaças 13 / 19
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Avaliação dos cenários

Modelo Base
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Figure: Árvore de Ataque - Base
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Resultados
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(a) Benef́ıcios com ataque
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Resultados
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(b) Facilidade do Ataque
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Segundo Modelo

Figure: AT - Diversas ameaças
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Segundo Modelo

Figure: AT - Ataque f́ısico
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Dúvidas?
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